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ABSTRACT

he militarized and contested Internet with a multitude of state-sponsored

cyberattacks can generate an evolutionary process when the targeted nation

is strengthened by the abundance of information it receives from the attacks.

When the targeted nation restrains from retaliating against the attacking
adversarial state its systems are perfected, meanwhile the attacking state is denied
the feedback needed to stay current and pose a long-term threat. The targeted nation
has increased its potential to go from prey to predator, when the accrued knowledge
far exceeds the attacker, and the game has changed. The targeted nation can then
strike back far superior on the initial attacker compared to the initial attacker’s first
moves. In contrast to the Red Queen hypothesis, our Restrained Red Queen model illus-
trates the adaptive advantage of a targeted nation that decides to selectively counter-
strike its aggressor. The reticent targeted nation has benefited from restraining
to counter-strike and increases its own survivability by embracing the initial attacks
as information that can be converted to superiority over time.

Keywords-cyber evolution; cyber defense; information assurance; cyberwar theory;
cyber conflict; cybersecurity

I. INTRODUCTION

This article challenges the common perception that cyberattacks are per default bad
and dangerous, and instead argues that cyberattacks carry information vital for the
refinement and evolution of the targeted state. Since the dawn of the common Internet,
the fear of cyberattacks has been the focal point for the cybersecurity discourse.
Cyberattacks carry the seeds for technological development and evolution that drive
the ability to go from prey to predator in future cyberwar.
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of cyber resilience. The Internet is an ever-evolving
online environment with a multitude of actors, but
attacks on core nation state functionalities and
systems that can degrade the state require sub-
stantial resources and intent, which radically limit
the number of potential actors to nation states and
state-sponsored proxies. The heavy cost and level
of dedicated resources to destabilize or shut down
a critical system by another state is not in reach
for unfunded hackers, terrorists, and cyber crimi-
nals." These nation state destabilizing attacks are
limited to heavily funded and able actors, which
translates to nation states and their agencies.

Cyberattacks that seek to undermine government
stability, remove military advantages such as satel-
lite communication, degrade the global information
grid and geospatial awareness, impact the financial
system, and provide a leverage at a critical juncture
in either a low intensity or escalated nation state
conflict limits the number of actors. The severity
of these attempts and attacks exclude nation states
with lower geopolitical postures, and non-state
actors. The traditional cyber criminals and the
bulk of Internet attacks tend to be vandalism or
pursuit of monetary gain, and are in this conflict
a background noise of limited importance.

The militarized and contested Internet with a
multitude of state-sponsored cyberattacks can gen-
erate an evolutionary process when the targeted
nation is strengthened by the abundance of infor-
mation it receives from the attacks. This information
is converted through security standards and know-
ledge consolidation to a higher level of defensive
abilities, and the attacks have then strengthened
the targeted states. If a nation state instead was
denied the cyberattacks that provide information
stimulus in adaptive behavior, it will become
weakened and over time accumulate numerous
unaddressed system vulnerabilities.
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Cyberattacks in their varied forms, appeal to sen-
sationalism due to the tenets of the malicious online
activity. ! Targeted states are perceived not only
as risking to lose their citizens’ privacy, but also
industrial and financial strength, and geopolitical
advantages. Furthermore, as every society becomes
more reliant upon networked equipment, the reach
of cyberattacks has passed a point of being not
only a personal threat, but increasingly a national
security threat. !

Until now, the vast majority of cyberattacks have
been of low complexity, lacking precise targeting,
and mainly degrade and have non-critical services
where the denial of service attacks having been
most common. ™ The defense industry, information
technology companies, and the defense establish-
ment team up to defend the state against these
attacks, and seek to establish a broad militarized
ability to hack back on the initial aggressor.” The
growing number of attacks are frustrating, and as
of today it is illegal for any private entity to hack
back in the USand the UK, but there is a
strengthened political acceptance for allowing a
wider use of hacking back,® maybe even beyond
the governmental agencies’ realm. The US Con-
gress endorsed the “Commission on the Theft
of American Intellectual Property”, which proposed
a model for corporate hack back to enable cor-
porations to strike back if attacked,” address-
ing the lack of governmental response to the
increasing number of cyberattacks by allowing
corporations to take action by themselves. Even if
there have been concerns voiced from the business
community, ' the paradigm, in both commercial
and government cyber security, is that hacking
back is an opportunity.
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II. THE RESTRAINED RED QUEEN

The first question, from a strategic standpoint, is hacking back warranted? As long as
the cyberattacks are unsystematic, and of moderate complexity, these attacks pose marginal
risk for the targeted nation. An alternative approach is that the targeted nation decides not
to, on a routine basis, hack back, and instead utilizes the information delivered by initial
attacker to the targeted nation’s advantage. This article challenges the common perception
that cyberattacks are per default unacceptable and dangerous, and introduces the concept
of the restrained Red Queen. ['11112]

In nature, there is a never-ending evolutionary arms race between predator and prey:
the Red Queen Hypothesis.!"®''¥ This model, the Restrained Red Queen, represents the
targeted nation that refuses to play the evolutionary titfor-tat game,!® but instead
silently and passively collects information from the cyberattacks, and in doing so changes
from prey to predator. The claim in this article is that unilaterally not striking back can
strategically create decisive capability in-

Cyberattacks carry the stead of engaging in a never ending tit-
. fortat set of digital interchanges with the
Seeds fOI' teChHOlOglCal attacker with no decisive end in sight.

development and evolution  The Internet has become a contested and
. o ilitarized bli , wh k
that drive the ability to go o o0 PAPLs SPass, BAerE el

attribution and absence of global norms

from prey to predator in enables aggressive and adversarial nations
to launch numerous cyberattacks on other
fU—ture Cyberwar’ countries, and their institutions. Nation

states rush to create military cyber units for their defense, and views the open Internet
as a national security threat!" that has to be regulated, contained, and managed. 7118
The attacker is considered to be in a stronger position, based on the two unique tenets
of the Internet: limited attribution and accountability. "

Nations address cyber defense in traditional military terms of attack, defense, and
territorial defense lines. Military theory evaporates in cyber, because it does not take into
account the unique cyber challenges: anonymity, lack of object permanence, and absence
of measurement of effectiveness. Conventional military thinking is burdened by tradition
and assumptions of its applicability in past solutions, which makes traditional military
theory spurious in cyber. Instead, if the thoughts are aligned with the unique tenets of
cyber, then ignoring the attacks is a viable option.

ITI. CYBER EVOLUTION AND ENTERPRISE PATCH MANAGEMENT

The present-day preparation for a future cyberwar assumes that the developments are
a classic evolution with innovation, adaptation, and interchanges of predatory behavior
where both sides in a cyber-conflict are engaged and drive each other’s evolution, where
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at the end you have one winner. The predatory states and the targeted states are assumed
to co-evolve to a higher level of cybersecurity development. This assumption has a critical
flaw—the restrained cyber Red Queen that does not strike back is better positioned than
the counter striking Red Queen.

The Western and industrialized world uses information security management systems
that are designed according to the Plan-Do-Check-Act methodology (PDCA). 2! The PDCA-
cycle originates from traditional industry quality assurance in the 1950s, and is also
referred to as the Deming’s cycle.?!1221 The information security management systems
(ISMS) are the overarching methodology to protect larger information systems. 231124 The
ISMS is created to self-adjust and remove vulnerabilities over time. 251261

The density of vulnerabilities ?”! matters because the greater the number of vulnera-
bilities in a targeted system, each patch is

less effective as a countermeasure. If The reach Of cyberattacks

an attacker by the attack has exposed . .
a vulnerability in a system with 100 1as passed a point of being

vulnerabilities, the following patch not OIllY a personal threat,

and removal of the vulnerability would

then have taken care of 1% of the  PUt increasingly a national
\S/ulnerablhtles. A larger' well malntfnned secur lty th reat.
ystem, such as a nation state pivotal

information system, will have fewer critical and potentially system destabilizing
vulnerabilities than consumer software and smartphone apps.'” As an example, the
US government increases spending on cybersecurity and the federal cybersecurity
project is a multi-billion dollar enterprise.’?”! In contrast, 50% of all enterprise smartphone
apps have been developed without a budget to address security.

National systems have fewer and less dense vulnerabilities, which allows the national
IT systems to heal faster and consolidate the understanding of the vulnerabilities within
the organization in a timely manner.

The more attacks that are launched on the national information systems, especially
attacks that are unsystematic and of lower and moderate technical complexity, the stronger
the defenses become in the targeted nation. A breach of information security, a system
penetration through the firewalls and internal defensive measures, leads to an incident
report and the systems then use the information to create a solution to avoid a future
breach. In the industrialized world, these software and hardware solutions are custom-
made for industries and government, where the residual vulnerabilities are fewer and
less dense due to high cost-acceptance for maintenance, systematic approach, active
penetration testing, and system overhauls.

The vulnerabilities that affect the general public and their home computers, such as
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viruses, malicious malware, and adware receive patches for their client machines by
Internet security vendors and software vendors.

Corporations and government agencies are rapidly and uniformly working to deploy
patches and software code updates to remove vulnerabilities, *!! and by doing so ensure
healing of their IT-systems from similar future attacks by an adversarial state. Prolonged
series of attacks would trigger incidents leading to rigorous securing of pre-existing
vulnerabilities in the key information systems in the targeted society.

If the number of residual vulnerabilities were 100 to start with, every exposed
vulnerability reduces the total exposure to these vulnerabilities by 1%, and over time the
reduction of these vulnerabilities reach levels where there are less vulnerabilities available
for an attacker in a future cyber conflict to destabilize and impact policy in the targeted
society. By absorbing these attacks as information, healing one by one the sparse number
of vulnerabilities, the targeted nation

This article Challenge S the state government reaches a higher level

of cyber resilience, and ability to op-

common perception that erate in a degraded environment.
cyberattacks are per default Over time, the targeted nation will

gain an evolutionary advantage over
unacceptable and dangerous,

the aggressive nation by unilaterally

and introduces the COHCGpt restraining from counterattacks, and

. instead use the feedback loop generated
Of the restralned Red Queen. by the attacks to its advantage by heal-
ing the systems, and at a later stage
strike back decisively. A cyberattack that penetrates the firewall and defenses of the
targeted system is a set of information that generates in standardized information sec-
urity management system (ISMS) an incident report that leads to the creation of
a solution to the vulnerability. The solution to the vulnerability is a set of customized
programming that is distributed and implemented through the organization. These soft-
ware updates are called patches. If the vulnerability is related to a specific software,
the software vendor will use the incident information to create their commercial
security update, patch, and then distribute it to their customers.®?' Therefore, in theory,
one single identified attack can lead to the updating of millions of client computers
and a rapid sharing and dissemination of risk information followed by mitigation on
a broad scale. B3

IV. FEEDBACK DENIAL AND REVERSAL OF PREDATORY POWER

If a targeted nation restrains from counter striking their attacker with cyberattacks,
then the initial attacker is denied the feedback loop that would benefit their systems. As
long as the Restrained Red Queen does not strike back, the advantage can increase.
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Figure 1. The cyberattacks strike the system and trigger incidents in the Check area in the PDCA cycle
leading to continuous improvement and consolidation through standardization, which drives the
targeted nation’s development. Image source: Wiki Commons (modified).

Darwinism in cyberspace works elegantly—the system that is able to adapt and respond
to information in the feedback loop survives. The Restrained Red Queen that refuses to
strike back then will by her unilateral actions be superior at a later point in time when she
decides to strike back. The Restrained Red Queen has perfected her systems and patched
her vulnerabilities.

Over time, the attacking society accumulates numerous unexploited vulnerabilities that
increase when new systems are added, the width of technology usage increases, and older
legacy systems still exist in a mixed environment. Under attack, the restrained Red Queen
facilitates software patches and vulnerability mitigation left undone by the initial attacker.

Then the Red Queen turns around utilizing automated collection of vulnerabilities
against the initial attacker. A systematic automated collection of vulnerabilities can be
used to scan the adversarial systems for vulnerabilities, store the vulnerabilities in an
attack repository, and then launch a disproportional digital response by a massive coun-
terstrike. The restrained Red Queen has then turned the table and prey becomes predator.

The rabbit runs faster than the fox, the rabbit survives by being faster. In cyber, any
nation can be a fox if it chooses to do so, and the power of rapid digital execution increases
the number of predators available in the future. In the cyber revenge of the Restrained
Red Queen, the fox chases the rabbit. The rabbit becomes more of a predator the longer
the fox runs and the fox is weakened. At a point in time the rabbit turns around and
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Nation states operate in an environment where the systems are larger with complex
structures and sparse vulnerabilities as a result of active maintenance and the pursuit
strikes back with lethal power. The multitude of cyberattacks on the targeted society has
trained the society, created cyber resilience, leveraged the knowledge about exploits,
honed and tuned future vulnerability harvesting systems, and through these feedback
loops the healed the vulnerabilities. The prey has gained a superior technical advantage
and may exploit the weaknesses of the aggressor.

V. ADVERSARIES ON THE BRINK TO ENTROPY

The cyberattacks’ utility is determined by the societal institutional design of the
targeted nation. A targeted state that has solid and stable institutions is more resilient
than a state with weak institutions and lingering entropy.® The current cyber engage-
ments between nation states do not occur between states of equal or similar institutional
design. China, Iran, and Russia

The Cyber evolution iS a process are states where the existence of

the current regime is dependent

WheI‘e pI’eSSUI‘e fI‘OHl an eXteI‘nal on suppression of opposition and

environment leads to natural in some cases, suppression of the
. . popular will. The countries that
selection and adaptatlon. are actively cyber adversarial to

the United States, United King-
dom, Sweden, France, Australia, Japan, and Germany are weaker states with fragile
institutions. A cyber conflict is fought through the whole society,®¥ within digital
reach, and weak institutions and a suppressed popular will can destabilize a totali-
tarian regime. It is unlikely that cyber units in any of the nation states, by the cyber
units’ sheer size and abilities in relation to the infrastructure and size of the national
economy, will have a measurable influence on the developments of a future cyber con-
flict. Instead, cyber defense relies primarily on already existent cybersecurity measures
in the public and private sector. The main contribution the state offers is coordination
and direction. Even if North Korea and Iran have designated cyber units, the units’ actual
influence in the event of a major counter strike is marginal, if any. The key weaknesses
in the adversarial nation’s cyber defenses are the lack of decentralization, initiative,
and structured ways to create patches and distribute these patches due to the totalitarian
institutional design of these states.

Therefore, the risk for a regime to become destabilized due to cyberattacks is higher
in China, Iran, and Russia than in the United Kingdom or Switzerland, which are coun-
tries with very high institutional stability. For the restrained Red Queen this is important,
because a counter strike does not need to be perfect to jeopardize the stability of the initial
attacker. The lingering dormant entropy embedded in the weak institutional framework
of the initial attacker can become a force multiplier in the counter strike.
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VI. EVOLUTIONARY DENIAL

The cyber evolution is a process where pressure from an external environment leads
to natural selection and adaptation. The adaptation occurs as a response to unilateral
attacks. By not immediately counter striking, the targeted nation deprives the initial
attacker of information that would support its ability to adapt and address its vulnera-
bilities. Those societal systems that are best adapted to their environment will survive,
and societies that do not adapt and correct its vulnerabilities perish.®® The adversarial
predators becomes over time prey in digital Darwinism.

VII. CONCLUSIONS

The general assumptions that cyberattacks are all malicious events does acknowledge
the evolutionary potential generated from cyberattacks as each attack is a set of deliv-
ered information to the target. Therefore, continuous and unsystematic attacks are
important for any defender in cyber war

as it first triggers the feedback loop in  [f g ‘[argeted nation restrains
the PDCA driven ISMS, leading to an

improvement in internal defensive mea- from counter Stl’iking their
sures and on a larger scale drives attacker with CYb erattacks
)

consolidation through standards and

information sharing. The information then the initial attacker is
sharing is either through direct col- d enie d the fe e db a Ck 1 0 Op th at

laboration between entities with in the

same industrial group or through in-  would benefit their systems.
formation system vendor based patch

management that distributes the additional software needed to protect the system. On a
national scale dispersed attacks over a series of targeted companies and public entities
creates a national resolution to that specific software vulnerability. The attacks have then
generated a leveraged cyber defense posture for the targeted state.

If the targeted nation refuse to engage in a tit-for-tat cyber conflict, but instead unilaterally
holds back, the attacking state is denied the information that would trigger their cyber-
netic healing by the activation of their feedback loop and consolidation through standards
and patch management.

Although cyberattacks within the past decade have been regarded in mass media as a
monumental national security threat, they have instead generated the targeted countries’
cyber-resilience by delivering vulnerability information and trigger extensive healing of
the national information systems, leading to improvements instead of havoc. @

The views expressed herein are those of the author and do not reflect the official policy or position of the Army Cyber Institute, the United States
Military Academy, the Department of the Army, the Department of the Interior, the Department of Defense or the Department of the Interior.
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